Mpuiroxenne No2. HadpopmannoHnas naMsaTka nius o0y4Jaromuxes A pasMeleHHs Ha
oprunansHEIX Hurepner-pecypeax

C Kax(ZIEIM TOIOM MOJIOZIEXH B HHTEPHETE CTAHOBHTHCS OoJibIIe, a MKOIBHAKH OJHH U3
CaMBIX aKTHBHBIX INOB30BaTened Pynera. Mexay TeM, NOMHMO OTPOMHOTO KOJHYECTBA
BO3MOXHOCTeH, HHTEPHET HeceT H MpobieMbl. Ta MaMATKa JOMDKHA MOMOYL Tehe Ge30macHo
HAXOJHUTHCH B CETH.

Komnsromeprvie éupycer

Kommeiotepuerii  Bupyc — 370 Pa3sHOBHIHOCTE  KOMNBIOTEPHEIX  [IPOrpamM,
OTIMYATENLHOR OCOOEHHOCTEIO KOTOPOH ABIfETCS CHOCOOHOCTD K pasMHOXKEHHID. B
AOTOTHEH!E K TOMY, BHPYCHl MOTYT HOBPEIMTE HIH IIOJHOCTBIO YHHUTOKHTH BCE batinel u
AAHHBIC, TOJKOHTPONLHBIC MONB30BATENO, OT UMEHH KOTOpOro Gbina 3amylieHa 3apaxeHHas
[IporpaMma, a Takie MOBPE/UTh MM JaXe YHHYTOXKHTH ONEPALFOHHYK) CHCTEMY CO BCEMH
(aiinamu B uenom. B 6onpmuncTEE CIIyHacB paclpOCTPaHAIOTCS BUPYCHI YePe3 HHTEPHET.

MeTozBI 321U TEl OT BPEOHOCHBIX TIPOIPAMM:

1. Hcnonesyii coBpeMeHHBIE ONEpalMOHHBIC CHCTEMBI, HMEIONIHE CEPLE3HEBIH YPOBEHD
3aIIMTHl OT BPENOHOCHEIX IPOrpaMM;

2. Ilocrosnno ycramaBnWBall madTH (LH(pPOBBIE 3aIUIATKH, KOTOpEIE aBTOMATHYECKH
YCTaHaBIHBAIOTCSA C IENBI0 JOpaOTKM NpOrpaMMBl) W APYrHEe OGHOBIEHHS CBoel
OTICPAIMOHHOH cHeTeMBL. CKauuBaif HX TONBKO ¢ OQHIMANEHOTO caiiTa paspaboTunka
OC. Ecimu cyiecTByeT peskuM aBTOMaTHIECKOTO OOHOBISHHS, BKIFOYH ero;

3. Pabotaif Ha CBOEM KOMIBIOTEpE IO NpaBaMH MOJIL30BATEINS, & HE aJIMHHUCTPATOPA.
OT0 He MO3BOMMT GONBIIMHCTBY BPEIOHOCHBIX NPOrPAMM HHCTAJIMPOBATLCA Ha
TBOEM MIEPCOHAIBHOM KOMIIBIOTEpE;

4. Hcrnonb3yit aHTHBUPYCHEIE IPOTPAMMHEIE MPOIYKTHI H3BECTHBIX IIPOH3BOJUTENEH, ¢
ABTOMATHYCCKHM OOHOBIEeHHEM (a3,

5. Orpanndb (pH3HYECKUi TOCTYI K KOMIBIOTEPY IS MOCTOPOHHHAX JIHIL;

6. Hcnomb3ayit BHelIHYE HOCHTeNH HHOPMALHH, TAKHE KaK (nemxa, nuck uam Qaiin u3
HHTEPHETA, TOJIBKO U3 IpoepPEeHHEIX HCTOYHHKOB;,

7. He oTxpsiBait koMnbioTepHsie $aiiiibl, MONYUCHHDIE H3 HEHAMEKHBIX HCTOUHHKOB.
Haxe Te Gaiinbl, KoTOpEle mpHCIan TBOH 3HAKOMEI. Jlyqmie yrounw y wHero,
OTIIpaBIIAN ¥ OH Tebe HX.

Cemu WI-F]

Wi-Fi - 310 He BUA nepenaun JaHHBIX, He TEXHOMOTHA, & BCero Juilb Openn, mapka. Eme
B 1991 roay Hupmepnanackas KoMIaHHS 3aperucTpuposana Opern « WECAy, yro obo3uayao
cnosocoderanue « Wireless Fidelity», koToperii mepeBomures kak «DeCcIIPOBOIHAS TOUHOCTEY.

Ho Hamero BpemeHHm mommia apyras ab0peBuarypa, KOTOpas SBISeTCS TAKOH Ke
TeXHOMOTHeH. JT0 abOpeBnaTypa «Wi-Fin. Takoe HasBaHue 6BINO JAHO ¢ HAMEKOM Ha CTaHOApT
BRICIIHH 3BYKOBOH Texnnkd Hi-Fi, 4o B mepeBoe 03HaYaET «BBICOKAS TOUHOCTDY,

Ha, Gecruiaraelit uuTEpHET-NOCTYN B Kade, oTensx a3ponopTax ABMAETCHS OTAHYHOMH
BO3MOMKHOCTBIO BbIXOZa B HHTepHET. Ho MHOrMe 3KenepTsl cunTaroT, uro obmenoctymupie Wi-
Fi cetn He sBnsIoTCA GezonacHsmMu.

Cosersi mo GesonacHocTd paboTe B 06MIENOCTYIHBIX ceTax Wi-fi:



He nepenasait cporo nuunyio undopmammo uepes obmenocrynusie Wi-Fi cern.
PaGoTas B HHX, JKeNaTeNbHO He BBOAMTH MAPOTH HOCTYNA, JOTMHEI H KAKHE-TO
HOMEpa;

Hcnomns3yit 1 06HOBNsH aHTHBUPYCHBIE TPOTPAMMEL U Opannmayep. Tem cambM TEI
obesomacuruk cebs OT 3aKa4KH BHpyca Ha TBOE YCTPOHCTRO;

Ilpu wucnompsopanun Wi-Fi otkmouwn dymkumpio «O6ummit JocTyn K alinam u
npuHTepamM». JlaHHas (QYHKIHS 3aKpeITa MO0 YMONYAHHIO, OJHAKO HEKOTOpBIE
TI0JIE30BATE/IN AKTHBHPYIOT €€ UL y00CTBa HCMONb30BaH s B paboTe Wi yaebe;

He wmcnonesyit my6mmansii WI-FI ans nepemaun JuuHbX JaHHBIX, HAIPUMEp s
BBIXO[Ia B COLHAVIBHbIE CETH HJTH B 3NIEKTPOHHYIO TI0YTY;

Hnonesyit Tombko sampmennoe coenunenue uepes HTTPS, a ne HTTP, T.e. nipu
Habope BebG-anpeca BBOAH HMEHHO «https://»;

B moGunbroM Tenepore orkmounm $ymxmmo  «[loakmouenme k= Wi-Fi
aBTOMarHyecki». He nomyckaii aTomMaTHyeckoro moxxirouenus yerpoiicTsa K cetam
Wi-Fi Ges TBOEro cornacus.

Coyuanvhuie cemu

CounansHble ceTH aKTHBHO BXOIAT B HANIY JKH3HB, MHOTHE JEOJU paboTaloT H KUBYT
TaM MOCTOAHHO, a B Facebook yxe 3aperncrpupoBan MHLTHAp) 4YeToBEK, YTO SBISETCS OTHOMN
CeapMOM BCeX JKMTeneld maHeTsl. MHOTHE TONB30OBATENH He IIOHHMAIOT, YTO HHGpOpMAIH,
PA3MCIICHHAS HMH B COLMATBHBIX CETSX, MOXKET ObITh HalilcHa H MCIIONB30BaHA KeM YTOHO, B
TOM YMCIIe HE 00s13aTeNEHO ¢ GIarHMH HAMEPEHHIMH.

OcCHOBHEIE COBETHI TI0 Ge3onacHOCTH B COUHANIBHEIX CeTAX:

1.

2.

Orpanuyp cmucok apyseit. ¥V TeGs B OPY3bsX He JOMKHO OBITH CIy4aiHEIX H
HC3HAKOMEBIX JIIOMIEH;

3amminaii cBOKO YacTHYIO Xu3Hb. He ykasbiaii mapond, TenedoHkl, anpeca, aaTy
TBOCTO PONKICHHS M JPYry0 IHIHYI0 HHQOPMANHIO. 3IOYMBILJIEHHHKH MOTYT
HCIIO/Ib30BATh /e HHOPMALMIO O TOM, KaK THl M TBOH POJMTENH TUIAHHPyeTe
IIPOBECTH KAHUKYJIEI,

3ammimall CBOKO PEIYTALMIO - JIEPXH ¢ B YUCTOTE U 3aiasail cee BOIIPOC: XOTeN OBl
Thl, 4TOOBI JpyIWe MONb30BATENH BHIENH, YTO Tl 3arpyKaeris? IHomymait, mpesxe
9E€M YTO-TO OILyONMKOBATH, HATINCATE M 3aIPY3UTH;

Ecmu Thl roBOpHING ¢ JHOABMHE, KOTOPHIX HE 3HACIID, HE MCIOJIE3YH CBOE peanbHOoe
HMS M JIPYTYIO JHYHYIO HHQOPMAUMH: HMS, MECTO KHTEJBCTBA, MECTO yueOr u
npodee;

Wsberaii pasmemenus dororpaduii 8 Unrepuere, rae ol M300paskeH Ha MECTHOCTH,
110 KOTOPO# MOXKHO OIPENETHTh TBOE MECTOIIOI0KEHHE;

[Ipu perucTpaimu B conHansHOM cet HeOGXOAUMO HCIIONB30BATE CIOKHEIE naponu,
cocrosAmue U3 OyKe ¥ Udp K ¢ KONHYECTBOM 3HAKOB HE MeHee 8

Jna counaneHoOM ceTH, MOYTH U ApYrux caiToB HEODXOJMMO HCIIONB30BATH pasHbIe
mapony. Torza eciu Tebs B3IOMAIOT, TO 3MOYMBIIIIEHHHKHA TTOMYYaT JIOCTYII TOJIBKO
K OTHOMY MECTY, a He BO BCE Cpa3y.

Dnexkmpounvie denvey

JIEKTPOHHbIE JEHbIH — 3TO OYEHBb YAOOHBIH crnocod IUIATeIKEH, OIHAKO CYIECTBYIOT
MOIIEHHHAKH, KOTOPEIE XOTAT MONMYYHTE 3TH ACHBIH,

ONeKTPOHHbIE [IEHBIH NOSBHIHCE COBCEM HEJABHO H MMEHHO M3-33 TOrO BO MHOIHX
rocyiapcTBax J10 CHX HOp He IPONKCAHO IIPO HUX B 3aKOHAX.



B Poccun e OHH QYHKIMOHHDYIOT W 0 HHUX YXKe IpPONHCAaHO B 3aKoHE, IIe HX
PAs[CIAIOT HAa HECKOJNBKO BH/OB — AHOHHMHBIE M HEe aHOHHMHBIE. PasHuna B TOM, 9YTO
GHOHHMHBIC - 3TO Te, B KOTOPHIX pa3spellaeTcs IpPOBOAMTL OmMepanuu 6e3 HIEHTHHKAIHH
TIONB30BATENS, 4 B HEAHOHHMHBIX HACHTH(QHKAMHA [0JIL30BATENS ABISETCS O6S3aTENbHO.

Takke cemyer pasnudaTs 3MEKTPOHHBIE (uaTHBle NEeHBrH (PAaBHEI rOCYJapCTBEHHEBIM
BAIIOTAM) U NEKTPOHHEIE He(HaTHEIE NEHBIH (He PABHET TOCYIapPCTBEHHBIM BATIOTAM).

OcHoeuzle coBeTs o GesonacHoit pabote ¢ AIEKTPOHHBIMHA IEHbTaMH:

1. Tlpuesoku k cueTy MOGHNBHBIH TeneoH. ITo cambiii yHOOHEI! W OBICTPHI croco6
BOCCTAHOBHTE AOCTYT K c4eTy. [IpuBsizanHbIl TenedoH moMoker, eciu 3abynerns
CBOH ILIATEKHbIH APOIIb WK 3aliIelTh Ha caliT ¢ He3HAKOMOTO yCTpolicTBa;

2. Hcnonesylt onmopasossie maponu. [Tocne NIEPEX0ia Ha YCHJICHHYIO aBTOPH3AIHIO
Tebe yixe He GyaeT yrpoxaTh OnacHOCTb KpakKH HITH TI€PexBaTa IaTeHOTO [IapOIs;

3. Beibepu cmoxubiit napomb. ITpectynuuxam OyneT He NPOCTO Yramarb CIIOKHEIH
nmapons. Haxexusie mapoms — sto napomm, kotopsie collepiKaT He MeHee 8 3HaKoB H
BKIOYAIOT B Ce0sl CTPOYHBIE M IPOMHCHEIE GYKBEL MUADPBL H HECKONBKO CHMBOJIOB,
TaKHEe KaK 3HaK nojuiapa, QyHTa, BOCKIHIATENBHEIH 3HaAK U T.11, Hampumep, $tROng!;;

4. He BBO/IM CBOM NIMYHEBIE NaHHEBIE Ha caiiTax, KOTOPBIM HE JI0BEpsCHlb.

Inexmponnas nowma

DNEKTPOHHAS [I0YTA — 3TO TEXHOJOIHS H NPENOCTABIAEMBIE €K0 YCIYTH 110 HePechUIKe u
TIOJY4CHHIO SIEKTPOHHBIX COOOIIEHHH, KOTOpPBle paclpeeNsiorcs B KOMIOBHOTEPHOH CeTH.
OOeHO  3NEKTPOHHBII IIOYTOBEIH AMHK  BREITISOHT CIEYFOIIHM obpazom:
HMS_TIOJIL30BATEIA@HUMS_NIoMeHa. Tak:ke Kpome Iepegadu NPOCTOTO  TEKCTa, HMEeTes
BO3MOJKHOCTB I€pe/iaBaTh (aisbl.

OcHoBHBIe coBeTEI N0 Ge3omacHoiH paGoTe ¢ 3JIEKTPOHHOH IIOYTOM:

1. Hagno BRIGparTs mpaBHiBHBILA 1OYTOBLIIH CepBHC. B MHTEpHETE €CTh OrPOMHBIH BEIGOP
OECILTATHBIX TIOYTOBBIX CEPBHCOB, ONHAKO JIyHIIe JOBEPATH TEM, KOTO 3HAEIIE H KTO
IICPBEIHA B pelTHHrE;

2. He yxkasbiBail B M9HOH NOYTE THYHYIO uHpopmaruro, Hanpumep, myumre BEIOpaTh
“My3BIKQIBHBIH_(anar@y» umm «pox2013» BMecTo «remal3y;

3. Mcrons3yii nByXsTansyro aBTOPH3ALMIO. DTO KOIIa TOMHMO TIapoiis Hy;KHO BBOJIMTH
KO, IIPHChLIaeMBIi mo SMS;

4. Bribepu cnoxHsifi mapons. JIA KaxXIOTO MOYTOBOrO ANIHKA JOKeH OBITh CBOM
HaIeXKHBIH, YCTOHUMBEIH K B37IOMY NapoJib;

5. EciM ecTh BO3MOXHOCTH HAIHCATE CaMOMy CBOH JTHYHBIH BOIIPOC, HCHOMB3Yit Ty
BO3MOXKHOCTE;

6. Hcmonp3yl HECKONBKO MOYTOBBIX SIIMKOB. Ilepwiit nma wacTHOM mepemucku ¢
anpecaraMH, KOTOPBIM Thl JOBEpsemIb. JTO 3MIEKTPOHHBIA aipec He Haso
HCTIOIL30BATE IIPH PErUCTPalke Ha GopyMax u caiitax;

7. He otkpsiBail ¢aiiner u Apyrue BIOWEHHS B IHCHMAX Jaike eC/Id OHM MPUIIH OT
TBOUX Apy3e#. JIyyure yTouny y Hux, oTHpansny i oHH Tebe 9TH daiinsr;

8. Tlocme okoHyamus paGoTEl HA TOYTOBOM CCPBHCE Iepen 3aKpBITHEM BKIANKH C
calHToM He 3a0y1b HaxaTh Ha «BuIiTHY.



Kubepbynnune unu eupmyanonoe uzde6amenscmeo

Kubepbymmuur — mpecnenoBakie COOGUICHHSAMH, COAEPKAIMMH —OCKOPOICHHNS,
arpeccrio, 3alyrHBaHHe; XyJIHIaHCTBO; COLMAaTbHOE GOMKOTHPOBAHHE C TOMOINBIO PA3IHUHBIX
HHTEpPHET-CePBHCOB.

OcHoBHbIe coBeTHI 110 GOprOe ¢ KHOEPOYIITHHIOM:

1. He Gpocaiica B Goii. JIyuwnii cnoco6: mocoBeToBaThes Kak cebs BECTH H, €CIIH HET
TOr0, K KOMY MOXKHO OOpaTHTBCS, TO BHaYajle YCIOKOHThCA. EciaM Thl HadHellb
OTBEYATH OCKOPOJCHUAMH Ha OCKOPOICHHS, TO TOJNBKO emie GOJblle Pa3OMCKENh
KOH(WIHKT;

2. VYmupasnsii croeit xubeppemyranueii;

3. AHOHHMHOCTb B CeTH MHHMas. CyYLIECTBYIOT CIOCOOBI BBIICHHTBH, KTO CTOMT 3a
AHOHHMHBIM aKKayHTOM;

4. He cTouT BecTH XynuraHckuit obpas BUpTyansHOIl i3ty UHTepHET QUKCHPYET Bee
TBOM ACHCTBUSA U COXPAHAET MX. ¥ JaNUTh HX OyIeT KpaliHe 3aTpyqHHATEIBHO;

5. Cobmopaii CBoil BHPTYaNbHYIO YECTh CMOJIOZLY;

6. WrHopupy# enuHH4HELI HeratuB. OJIHOpa3soBble OCKOPOHTENBHBIE COOBIIHEHHS
TyYIlie HrHOpHpoBaTh. OOBIYHO arpeccus IPeKpaliacTcs Ha Ha4anbHONH CTaIuiu;

7. ban arpeccopa. B mporpaMmax o0MeHa MTHOBEHHBIMY COOOIICHHAMH, B COMANBHBIX
CEeTAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIIPABKM COOOUICHHH C OIpeaeneHHBIX
a/pecos;

8. Ecmm tel cBumerene kuGepOymnmera. TBOM JeHCTBHA: BEICTYIHTH IPOTHB
npecneoBarells, IOKa3arb €My, YTO0 €ro NeHCTBHS OLEHMBAIOTCA HEraTHBHO,
NOJIePKaTh JKePTBY, KOTOPOH HYXKHAa TMCHXOJOTHYECKAs IIOMOINb, COOGIIHTDH
B3POC/IBIM O (paKTe arpecCHBHOTO TIOBE/ICHHS B CETH.

Mobunbnviii meneon

CoBpeMenHble cMapTHOHBI M IUIAHINETH cojepkaT B cebe BIOJHE B3POCTEIi
(ysHKkuHOHAN, M Tenmepe OHH MOrYT KOHKYPHpOBaTh CO CTAllHOHAPHBIMH KOMIIBLIOTEPaMH.
OpHako, CpeACTB 3aLMTHI IS ONOOHBIX YCTPORCTB MOKA OYEHBb MAJIO. TecTUpoRaHHE M MOKCK
YA3BHMOCTEH B HHX IIPOMCXOIMT He TaK uHTeHcHBHO, Kak s I1K, To xe camoe xacaercs u
MOOHIIBHBIX IIPHITOKEHHUIM,

CoBpemennrie MOGHIBHEIE Opay3eps! yike NPAKTHYECKH JIOTHATH HACTONBHEIE aHAJIOTH,

OJHAKO paciiupeHHe (yHKIHOHana BieveT 3a coboi OONBINYIO CHOXHOCTE M MEHBIIYIO
3AIUIIEHHOCTE.

Jajexo He BCe MPOH3BOAMTENH BEITYCKAIOT OOHOBICHHS, 3aKPEIBAIOINHE KPHTHYCCKHE
YA3IBHMOCTH /11 CBOMX YCTPOHCTB.

OcHOBHbIE COBETHI IS 6€3011aCHOCTH MOBHIIEHOTO Tenedona:

1. Hudero ne sBngercsd No-HacTosAmeMy GeCIIAaTHBIM. Byfb OCTOpOIKEH, BEAb KOTIA
Tebe mpeiararoT OecCIUIaTHEI KOHTEHT, B HeM MOI'YT OBITH CKPHITEI KaKHE-TO
IIaTHBIE YCIIYTH;

2. [Mymait, npexze yem otrpaButh SMS, ¢oto mmm Buzeo. Tl TOUHO 3HaeIlb, TE OHH

OYZYT B KOHEUHOM UTOTE?

Heo6xomumo 0GHOBIATE ONEPALHOHHYIO CHCTEMY TBOETO cMapThoHa;

4. Hcnonesyit aHTMBHPYCHBIE IPOrPaMMB! Tl MOGHIIBHEIX Tee(hOHOB;

LY ]



5. He sarpyxaif NpuIoKeHus 0T HeH3BECTHOTO MCTOYHHKA, Belb OHH MOTYT CONSPIKATh
BPEOHOCHOE NIPOrpaMMHOE obecreyueHue;

6. Tlocne Toro Kak ThI pEIfineIbL C caifTa, TI€ BBOMMI JMYEYK0 HHGOPMANHIO, 3aifau B
nacTpoliku Gpaysepa H yranu cookies;

7. Tlepuoiu4eckKH nipoBepsiif Kak@e MIaTHbIE YCIyTH AKTHBHPOBAHBI HA TBOEM HOMEPE;

8. Jlagaii cBOH HOMED MOGHITBEOTO TeneoHa TONBKO JIEOIAM, KOTOPEIX ThI 3HAeUlb H
KOMY JOBEpSCIID;

9. Bluetooth momikeH OBITH BEIKJIFOYEH, KOrja Thl HM HC nonssyenses. He 3abpipail
HHOIA MPOBEPATE 3TO.

Online uzpbl

CoBpeMeHHBIE OHNAHH-MIPEL — 3TO KpAacodYHEIS, 3aXBaTbIBAIOIIHC pasBIIeYCHNS,
o6beMHSIONTAE COTHH THICAY HENOBEK 1o BeeMy MEpy. MIrpOXH HCCICRYIOT NAHHBI UM MHD,
oGmaroTes APYT C APYTOM, BBIIOMHAOT 3a/aHKs, CPAKAIOTCA ¢ MOHCTPAMH H TIOJY4atOT OTBIT.
3a yIOBONBCTBAE OHHM ILIATAT: TIOKYIIAKOT JIHCK, OMUIATHBAIOT aGoHeMeHT WM Npuobperalor
KaKkue-TO OTIIIHH.

Bce 5TH CpelcTBa HAYT Ha TIOJUICPXKAHHC ¥ pasBATHE HIPHL, 3 TaKXe Ha camy
Ge30MaCHOCTE:  COBEPLICHCTBYFOTCH cpcTeMbl ABTOPH3ALHMH, BBITYCKAIOTCA HOBBIC maTaH
(umdpopbie 3aMIaTKH AT TIporpamMm), 3aKphiBalOTCA yA3BHUMOCTH CEPBEPOB.

B nonofHBIX HIpax CTOMT ONacarsCs HE CTONBKO CBOMX COTEPHHKOB, CKOIBKO KpajiH
TBOETO Mapodisl, Ha KOTOPOM OCHOBAHA CHCTeMa ABTOHU3aLHH GONMBIIHHCTES HIP-

OcHOBHBIE COBETEI 10 §€30MaCHOCTH TBOSTO ATPOBOTO AKKAYHTA.

1. Ecnu apyro# HrpoK BeICT cebs IIOXO WiH co31aeT Tebe HerpHATHOCTH, 3a0MOKHpPYH

ero B CIIACKE HIPOKOB,

[Moxanyicsi aAMHHUCTPATOpaM HIPEI Ha TUIOXO€ TNOBENCHHE JTOr0 HMIpoKa,

sKelIaTeIFHO IPHI0KHUTD KaKHe-TO [[0KA3aTeNbCTBA B BH/IE CKPHHOB;

He yxa3biBail THYHYIO AHGOPMALHIO B IpoQakiie HIPEL;

Vpajkail APYTUX yIaCTHHKOB MO HTPE;

He ycranapmiBai HeodUuEANBHEIE AT ¥ MOIBL,

Hcmonbayii CIOYKHEIS A PasHBIE NapoiTi;

. Jaxe BO BpeMs HIPBI HC CTOMT oTxrouaTh agTHBHpYyC. [loKa T HIpaciib, TBOH
KOMIIBEOTEp MOT'YT 3apasiTh.

L
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Dz Wy Kpaxea IHIHbIX OAHHbIX

OfpuHON Kpaeil JeHer W JOKyMEHTOB CceromHs YKe HAKOTO He yMMBHINb, HO C
Pa3BUTHEM HHTePHET-TEXHOJIOrHH 3IOYMBIIIIEHHHKY ~ TIEPEMECTHINCE B HHTEpHET, H
[PO/IOILKAIOT 3aHHMAThCA «MHOOHMBIMY [STOM.

Tax TOSBHIACE HOBas yrposa: WHTEpHET-MONIEHHHYECTBA HIH AT, TIaBHAs UCib
KOTOPOTO COCTOUT B MOJy4CHHH KOH(WIEHIMATbHBIX JAHHBIX none3oeareneif — JIOTHHOB H
naposieli. Ha aHrIHIACKOM A3EIKE phishing urTaeTCA KaK ¢ummenr (ot fishing — priOHas JIOBII,
password — napoib).

OcHOBHBIE COBETHI 110 Gopsoe ¢ UImUHETOM:

1. Cnem: 3a CBOMM aKKayHTOM. Femy Thl TOZO3peBacinb, YTO TBOA AHKCTd OrLIa
BaoMaHa, TO Heo6XomuMmo 3adNOKMpOBaTh €C ¥ COOOIIMTL aIMHHUCTPATOpaM
pecypca 06 3TOM Kak MOXKHO CKOPEC;



2. Ucnonssylt OesomacHele BeG-caiiTEl, B TOM YHCNE, MHTEPHET-MarasHHOB H
HOMCKOBBIX CHCTEM;

3. Hcnone3yit crnoxHsie W pa3usle naponu. Takum o6pasoM, eciu Te0s BIIOMAIOT, TO
3IOYMBINIIGHHHKH MONy4aT HOCTYI TOJBKO K OJHOMY TBOEMY IPO(HIIO B ceTH, a He
KO BCEM;

4. Ecin 1ebs B3NOManH, TO HeoGXOMMMO INpeAyNpPENHTh BCEX CBOHMX 3HAKOMBIX,
KOTOpEIE Ko0aBienkl y Te0s B OPY3BAX, O TOM, 4TO Tebd BIMOMAIM M, BOZMOMKHO, OT
TBOET0 HMEHH OYyJIeT pacChUIaTECA CIaM ¥ CCHUIKH Ha (DHINHHTOBEIE Cali Tl

5. Vcranopu HazexHsI naponas (PIN) Ha MoGHIBbHBIH TenedoH;

6. Otximoun coxpaHeHHe napoiis B Gpaysepe;

7. He orxpbiBail Qaiiiel B Apyrue BIOKCHHA B [HCBMAX JAKE €CIM OHH NPHLITH OT
TBOMX Jpy3eld. JIyuime yToUHM y HHX, OTIIPABIIAIH 1M OHH Te6e 3TH aimbL.

Hugposas penymayus

Lupposas permyTanms - 370 HeraTHBHAs WM [O3MTHBHaA MHGOPMAlHA B CETH 0 Tebe.
Komnpometrpyromas undopMaums pasMelleHHas B MHTEPHETE MOMKET CEPBE3HBIM 06pa3oM
OTPa3HTBCA Ha TBOCH peanbHOH iu3Hu. «Iludpopas penyrauus» - 370 TBOH HMHIK, KOTODEI
dopmupyercs u3 uEdGOpManuy o Tebe B MHTEPHETE.

Troe MecTo skuTENECTBA, Y4ebbl, TBOE HHAHCOBOE NOJNOXKEHHE, OCOOEHHOCTH XapaKTepa
M paccKaskl 0 OIH3KHX — BCE 3TO HAKAILIMBAETCA B CETH.

MEHorHe NOAPOCTKH JIETKOMBICIICHHO OTHOCATCS K MyGIHKALMH TH4HOH HHQOpMaIHy B
WnrepHere, He MOHMMAas BO3MOXKHEIX TOCHENCTRBHH. THI ake He CMOYKEIIh JOTANATHECH O TOM,
4uto (hoTorpadus, pasmMeleHHas 5 TeT Ha3ax, CTaNa IPHUYMHOM OTKA3a IPHHATH TeOs Ha paboTy.

Kommentapuu, pasmemenne TBoux ¢ororpaduii u Ipyrue AeHCTBHS MOTYT He
HCUE3HYTh JaXke IMOCHe TOr0, Kak Thl HX yAamdmbe. Tel He 3HAEmb, KTO COXPAaHHN 3Ty
HH(OpMALKIO, OTIANa JIH OHA B MOMCKOBEIE CHCTEMBI H COXPAHHIACH TH OHA, 4 [ABHOE: YTO
HOAYMAIOT O Tebe OKpykaromee MOAM, KOTOphie HalayT M yBumar 51o. Haiite nHdopMarmo
MHOTO JIET CIYCTA CMOXKeT Mob0H — kak u3 1oOpeIX mOOYKNEHHHN, TAK H ¢ HAMEpeHHeM
TIPHYHHATE Bpe. ITo MOXKeT ObITh KTO YTOIHO.

OcHOBHBIE COBETEI II0 3alIATE EGMPOBOH PENMyTALHMH;

1. IMomymaii, npexpge geM urTo-T0 myGIHKOBaTE W mepegaBaTh y cebs B Olore Wnm B
COLMANILHOH CEeTH;

2. B HacTpoHkax npodriis YCTaHOBH OTPaHHYCHHS. HA IPOCMOTP TBOETO TIPOQHIIL H €ro
COIEPXKHMOTr0, CAENAM €r0 TOJBKO AT Opyaciin;

3. He pasmemail u He ykasesall HH(OPMAIHIO, KOTOpas MOKeET KOro-mubo ockopOIaTh
HIH 00MXKaTk.

Aemopcroe npaso

CoBpeMeHHbIE IIKONBHHKM— AKTHBHEIE [I0Jb30BATENH HH(pPOBOTO MPOCTPAHCTBA.
Onnaxo janexo He Bce 3HAIOT, UTO MOIE30BAHHE MHOTHMH BO3MOMKHOCTSAMH LE(POBOro Mupa
TpedyeT cobMOoaeHNS IPaB Ha HHTEIUIEKTYAIBHYIO COOCTBEHHOCTE.

TBpMHH (‘iHHTE.iIJIBKTyaﬂbHEiH COﬁCTBGHHOC‘I‘b)} OTHOCHTCH K paB}IH':EHBﬂ\-I TBOpel-IHHM
YENOBEYECCKOTO YMa, HAYHHAS ¢ HOBBIX H300PeTeHH H 3HAKOB, 0003HAYAIOIMHX COOCTBEHHOCTD
Ha MNpOOYKTEI H YCOYIM , H 3aKaHyddaead KHMramu, gororpadusaMu, KUHODHIBMAMH H
MY3BIKANBHBIMH IIPOH3BEICHHUAMH.



ABTOpCKHE ITpaBa — 3TO NpaBa Ha HHTEVIEKTYATBHYIO COOCTBEHHOCTE Ha ITPOM3BEIECHHS
HayKH, JHTEPATYpPhl 1 HCKYCCTBA. ABTOPCKHE [IpaBa BEICTYNAKOT B KAYECTBE rapaHTHH TOTO, YTO
HHTEIUICKTYaIbHEIM/TBOPUECKHI TPy aBTopa He Oy/eT HAaNpacHBIM, JAacT €My CIIPaBEUTHBEIE
BO3MOHOCTH 3apaboTarh Ha pe3yibrarax CBOSTO TPYAa, MOIYYHTh H3BECTHOCTH M IPH3HAHHE.
Huxro Ge3 pazpeineHns aBTOpa He MOXKET BOCIIPOM3BOJWUTE €r0 IPON3BeIeHHE, PACTIPOCTPaHATh,
nyOnM4YHO OeMOHCTPHpOBaTh, HPONABATh, HMIOPTHPOBATh, NYCKAaTh B IIPOKAT, NyOnM49HO
HCIIOMHATE, TIOKa3LIBaTE/HCIIONHATE B d(upe unu pazmernats B MutepHere.,

Wcnonezopanue GIHPATCKOT0» NPOrpaMMHOroe olecreyecHHUA MOKET IIPHECCTH K MHOI'HM
PHCKaM:. OT NOTCPH HaHHBIX K TBOHM dKKayHTaM 10 ﬁJ'IOKHpOBI{H TBOEr0 YCTpOHCTBA, Ije
YCTAHOBIEHHEI He JeTalbHas IIporpaMMa. He crour Tamwe SRGBIBE.TB, UTO CYLIECTBYCT
JeranbHEIE B OecIIaTHRIE IporpaMMBl, KOTOPEIE MOKHO HalTH B CETH.

O nopmane

Cerepuuok.pd — TBOH rmaBHbif COBETYMK B CETH. 3HeCh THl MOMENIBE Y3HATBE O
0e301acHOCTH B CETH MOHATHBIM M TOCTYIHBIM SI3BIKOM, @ NPH BO3HMKHOBEHHH KPHTHYECCKOH
caTyanuu obpaTtuThCs 33 COBETOM. A TAaKKEe NPHHATH YYaCTHE B KOHKYpCax M CTATh CaMbIM
UMPPOBBIM IPaKIaHHHOM!



