O6y4yaomuMcs
[TamsaTka a1 oOyuaromuxcs 00 MHPOPMAIMOHHOMN 0€30MacCHOCTH JIeTeil
Henn3sa

1. Bcem moapsia cooOmiaTh CBOKO YacTHYIO HH(GOPMALIUIO (HACTOSIIUE MM,
dbamunuto, TenedoH, aIpec, HOMep IIKOJIbI, a Takke ¢poTorpaduu CBOU, CBOCH
CEMbBHU U JIpy3ei);

2. OTKpbIBaTh BIOKEHHbIE (aillibl 3JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb
OTIIPABUTEIIS;

3. I'pyouts, npuanpaThCsi, 0Ka3bIBaTh JAaBJICHUE - BECTU C€0sI HEBEXKIUBO U
arpeccuBHO;

4. He pacnopsokaiics JeHbIraMu TBOCH ceMbU 0€3 pa3pelieH s CTaplliuX - BCeraa
CIIpaluBai poaUTENeH;

5. He Bcrpeyaiics ¢ IHTepHET-3HAKOMBIMU B PEAIbHOM JKU3HU - ITOCOBETYICS CO
B3pOCJIBIM, KOTOPOMY JIOBEPSICIIb.

OcTopOoxKHO

1. He Bce numyt npaBay. Yuraems o cebe HenpaBay B UHTepHeTe - coobiu 00
9TOM CBOMM POJIUTEIISIM HITU ONEKYHaM;

2. IlpurnammaroT MepenuchiBaThCSA, UTPaTh, 0OMEHHUBATHCS - IIPOBEPb, HET JIN
MIOIBOXA;

3. HezakonHoe xonupoBanue (aiinoB B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIbIM O Mpo0ieMax B CETH - OHU BCETJ]a TOMOTYT;
5. Hcnonb3yii HacTpoiiku 6€301aCHOCTU U PUBATHOCTHU, YTOOBI HE NOTEPSTH CBOU
AKKayHTBI B COLICETSAX M JIPYIHX MOpTaiax.
MoxHO
1. VBaxail npyrux nosub3oBareneil;
2. Tlomp3yembest UHTEpHET-UCTOYHUKOM - JIeNIail CCBIIKY Ha HETO;
3. OTKpbIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;
4. OOpaimarbcs 32 MOMOUIBIO B3POCIIBIM - POAUTENH, ONEKYHbI U aIMUHUCTPALIUS

CaliTOB BCceraa IMOMOTr'yT

WNudopmannoHHas namMsaTKa JJisi 00yJaroIuXcs A1 pa3MeIIeHUs Ha OUIHATbHBIX HHTEPHET-
pecypcax

C KaxJIpIM TOJJOM MOJIO/IE’KH B UHTEPHETE CTAHOBUTHCS OOJIbILIE, a IIKOJIBHUKY OJHU U3
CaMbIX aKTUBHBIX I10Jb30Barenel Pynera. Mexay TeM, IOMEMO OTPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U MPOoOsIeMbl. DTa MaMsATKa JOJKHA TIOMOYb Tee
0€e30I1acCHO HAXOIUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmnproTepHbIil BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOrPaMM,
OTJIMYUTETILHOW OCOOEHHOCTBIO KOTOPOH SABJISIETCS CHOCOOHOCTH K pa3MHOXKEHHI0. B



JIOTIOJIHEHUE K 3TOMY, BUPYChI MOT'YT IMOBPEIUTH UM MOJHOCTHIO YHUUTOXKHUTH BCE
(aiinbl 1 TaHHBIE, TOJKOHTPOJIbHBIE MOJIH30BATENI0, OT UMEHU KOTOPOro ObLIa 3aIylieHa
3apa’kKeHHasl MPOTrpaMMa, a TAKXKe MOBPEAUTH WIH JJaKe YHUUTOXKHUTH ONEPAMOHHYIO
CUCTeMY co BceMu (haiiiamu B 11eJIoM. B GonbIIMHCTBE CilydaeB pacpOCTPaHSIOTCS
BUPYCHI YEPE3 UHTEPHET.

MGTOHBI 3alIUTBHI OT BPpCAOHOCHBIX ITPOrpaMMm:

1. Hcnonb3yii cOBpeMEHHBIE ONIEPALMOHHBIE CUCTEMBI, UMEIOIIME CEPbE3HbBIN
YPOBEHB 3alIUTHI OT BPEIOHOCHBIX IIPOrpPaMM;

2. TlocrostHHO ycTaHaBiIMBal mauTH (HU(PPOBBIE 3AIUIATKH, KOTOPBIE aBTOMATUYECKH
YCTaHaBJIMBAIOTCS C LEJbIO JOPAaOOTKH IIPOrpaMMBbl) U Ipyrue 0OHOBIIEHHS CBOEH
OTepalMoOHHOM cucTeMbl. CKauuBail UX TOJBKO C OPHUIMATBHOTO caifTa
paspaboturka OC. Eciu cylecTByeT peskuM aBTOMaTHYeCKOro OOHOBJIEHNS,
BKJIKOYH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IOJ] PaBaMHU I10JIb30BaTENs, @ HE
aJIMIHUCTpATOpPa. DTO HE MO3BOJIUT OOJIBIIUHCTBY BPEAOHOCHBIX MPOTPaMM
MHCTAJIJIMPOBATHCS HA TBOEM IEPCOHAIILHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMHBIE MPOTYKThI U3BECTHBIX

POM3BOUTENEH, C aBTOMaTHYeCKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3HMUECKUI TOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIHII,

6. Vcnonp3yii BHEIIHUE HOCUTENIN HHPOPMALIUU, TaKKUe KaK (IIelKa, TUCK U
(aiin U3 UHTEpHETA, TOJIbKO U3 MPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbiBail KOMIIBIOTEpHBIE (ailiibl, HOTYYEHHBIE U3 HEHAJIEKHBIX
UCTOYHHUKOB. J{axke Te (haitiibl, KOTOpBIE MPHUCTAN TBOW 3HAKOMBIH. Jlydiie yTounu
y HEro, OTIpaBJIsAy JIU OH TeOe UX.

o

Ceru WI-FI

Wi-Fi - aT0 He Bux mepeaun TaHHBIX, HE TEXHOJIOTHS, & BCETO JINIIb OpeH I, Mapka. Erie
B 1991 rony Hunepnanackas kommanus 3aperucrpupoaia openn "WECA", uto
o0o3Hauaio cioBocoueranue "Wireless Fidelity", koTopslii mepeBouTCS Kak
"GecrpoBOIHAS TOYHOCTH'".

Jlo Hamero BpeMeHH Ao1uIa qpyras abopeBuaTypa, KOTopas SBISIETCS TAKOH JKe
TexHosoruei. Ito abopesuatypa "Wi-Fi". Takoe Ha3BaHMEe ObUIO JaHO C HAMEKOM Ha
CTaHJapT BbICIIEH 3ByKoBOM TexHUKH Hi-Fi, uTo B mepeBoje o3HavaeT "BbICOKas
TOYHOCTB'".

Jla, GecriaTHBIM HHTEPHET-AOCTYII B Kade, OTENAX U a3ponopTax SBJISETCS OTINYHON
BO3MO>KHOCTBIO BBIX0/1a B UHTEpHET. HO MHOTME 3KCIIEPTHI CYUTAIOT, YTO
obmenoctymnubie Wi-Fi ceT He sBIsI0TCS 0€30MMaCHBIMU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00IEIOCTYIHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro nuyHyto nHpopmMaluio yepes obmenocrynusie Wi-Fi cetu.
Paboras B HuX, *elaTeNbHO HE BBOJUTH MAapOJIK AOCTYIIA, JIOTUHBI U KaKHue-TO
HOMeEpa;

2. Hcnonp3yii 1 0OHOBIISAN aHTUBHUPYCHBIE TPOTpaMMBbI M OpaHamayep. Tem caMbiM
ThI 00€30MacuIlb ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOHCTBO;



[Tpu ucnons3oBanuu Wi-Fi otkmoun ¢ysxmuro "O0umii noctyn K daitnam u
npuaTepam". JlanHas GyHKIMS 3aKphITa 0 YMOJTYaHUIO, OTHAKO HEKOTOPHIC
MI0JIb30BATEH AKTUBUPYIOT €€ /7S y100CTBa HCII0JIb30BaHMs B paboTe Min
yuebe;

He ucnonesyit myOmmunsiit WI-FI st mepenaum TMYHBIX JaHHBIX, HAPUMED IS
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;

Hcnonp3yit Tonbko 3amuieHHoe coequnenue yepes HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBoau UMeHHO "https://";

B Mo6unbHOM Tenedone otkimoun Gynkimto "[ogxmouenne k Wi-Fi
aBToMatuyecku". He nomyckail aBTOMaTu4eCcKOro MOJKJIIOUYEHUs YCTPOKUCTBA K
ceram Wi-Fi 6e3 TBoero cormacusi.

ConyanbHble CETH

CounaspHble CETH aKTHBHO BXOJAT B HAII'Y )KU3Hb, MHOTHE JIFOJM PA0OTAIOT U KHUBYT
TaM MOCTOSTHHO, a B Facebook yike 3apeructpupoBan MHJUTHAP]T YETOBEK, YTO SBISCTCS
OJIHOM CeZbMOM BCEX JKUTEJICH IIaHeThl. MHOTHE M0JIb30BaTEN HE IOHUMAIOT, YTO
uHpOpMaIus, pa3MeIIeHHast UMU B COIIMATIBHBIX CETAX, MOXKET ObITh Hai/ieHa U
UCIIOJIb30BaHa KEM YrOHO, B TOM YHCIIE HE 0053aTeIbHO ¢ OJaruMi HaMePEHHSIMH.

OCHOBHBIE COBETHI IO 0E€30IIaCHOCTH B COLUAJIBHBIX CETAX:

1.

Orpannyb criMCOK Jpy3eil. Y Te0s B Ipy3bsAX HE JOJDKHO OBITh CITy4allHBIX U
HE3HAKOMBIX JIIOJCH;

3ammmai cBOr0 YacTHYIO kM3Hb. He yka3piBail mapomu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJIEHHS U APYT'YIO JIUYHYIO HH(GOPMALIKIO. 370yMBIILUIEHHUKHA MOTYT
UCTIOJIB30BAaTh J1a)kKe NH(POPMALIHIO O TOM, KaK Thl M1 TBOM POJUTEIH IUTAHUPYETE
IIPOBECTU KaHUKYIIBI;

3aiuIai CBOIO peryTaluio - 1EPKU €€ B YUCTOTE U 33/aBail cede BOIpoc: X0Tem
OBl ThI, YTOOBI IpyTHe MOIb30BATENN BUAEIH, YTO ThI 3arpysxaeib? [Togymaii,
MPEKIE YEM UTO-TO ONyOJMKOBATh, HAUCATh U 3aTPy3UTh;

Eciu Tl TOBOPHILB C JIFOJIBMHU, KOTOPBIX HE 3HAECIIb, HE UCIIOJIB3YH CBOE
peasibHOE UMl U IPYTYIO JUYHYI0 HHPOPMAIUU: UMSI, MECTO KHUTEIbCTBA, MECTO
yueObl U IIpouee;

N306eraii pazmemienus pororpaduii B IHTepHeTe, T11€ ThI H300paXeH Ha
MECTHOCTH, 10 KOTOPOU MOXKHO OIIPENEIUTE TBOE MECTOIOIOKEHHUE;

[Tpu peructpanyu B COIMAIBHON ceTH HEOOXOAMMO UCIIOIB30BaTh CI0KHbBIE
[apoJiu, CoCTOsIIME U3 OYKB U IUGP U C KOINYECTBOM 3HAKOB HE MeHee §;

Jlns conpanbHOM ceTu, MOYTHI M IPYTUX CalTOB HEOOXOAUMO HCIIOIb30BaTh
pasHble nmapoiu. Torna eciau Teds B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH 110JIy4aT
JIOCTYII TOJIBKO K OZTHOMY MECTY, & HE BO BCE CPasy.

DJIEKTPOHHBIE AE€HbIU

DNEKTPOHHBIE IEHBIH - 3TO OYEHb YAO0OHBIN CIIOCO0 MiaTekel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JAECHBIH.



DJNIEKTPOHHBIE I€HBIY MOSBUIIMCH COBCEM HEJABHO U UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyiapcTBax 0 CUX IMOpP He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHr (PyHKIIMOHHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, I7I€ UX
pa3leNsioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, 4TO
AQHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MPOBOIUTH Orepaiuu 0e3
UACHTH(HUKAINY ITOJTH30BATENIs], 2 B HEAHOHUMHBIX UJCHTH(PHUKAIUS TOJIh30BaTEIs
ABIIIETCSL 0053aTEIBLHOM.

Taxxe cneayeT pa3nuyarh IeKTPOHHbIE (PMaTHBIE AEHBIU (PaBHBI TOCYAapCTBEHHBIM
BAIIOTaM) U DJIEKTPOHHBIE He(hUATHBIE ICHBIU (HE paBHBI TOCYJAPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI 10 OE30IaCHOM pa60Te C DJICKTPOHHBIMHU JICHbI'aMU:

1.

4.

[TpuBsoxu K cueTy MOOMIIBHBIN TeseoH. DTO caMblil YIOOHBIN U OBICTPBINA
Croco0 BOCCTAaHOBUTH JOCTYII K cueTy. [IpuBs3aHHbIi Tene(OH TOMOXKET, eCln
3a0yzelb CBOM MJIATEeXKHBIN Mapojib UM 3alJIelb Ha CAaliT C HE3HAKOMOTO
YCTPOMCTBA;

Hcnonb3yit ogHopaszoBeie napoiu. [Tocne nepexosia Ha yCUIEHHYIO aBTOPU3ALIUIO
Tebe yxe He Oy/IeT yrpokaTh ONACHOCTh KPa)kKy MIIM TepexBaTa IJIaTexHOTO
napoJis;

Bri6epu ciioxxsbIii naposib. [Ipectynaukam OyAeT He MPOCTO yraaTh CIOXKHBIN
napoJib. HajexxHsle mapoiu - 3To nmapoiu, KOTopble coJepkKar He MeHee § 3HaKOB
Y BKJIFOYAIOT B c€0s CTPOYHBIEC U MPOMUCHBIE OYKBBI, U(PPHI U HECKOIBKO
CHUMBOJIOB, TaKM€ KaK 3HaK JloJu1apa, pyHTa, BOCKJINLATEIbHBIN 3HAK U T.I1.
Hampumep, $tROng!;;

He BBOAM cBOM JIMUHBIE JaHHBIE HA CaiiTax, KOTOPbIM HE J0BEpSEIIb.

DINIeKTpOHHAs MoYTa

DNEeKTPOHHAs M0YTa - 3TO TEXHOJIOIHS U MPEAOCTABISEMBIE €10 YCIYIH MO MEPECHUIKE U
MOJIYYEHUIO JIEKTPOHHBIX COOOIIEHH, KOTOPBIE PACTIPEAEISIOTCS B KOMIBIOTEPHON
ceTd. OOBIYHO AJIEKTPOHHBIN MOYTOBBIHN SIIUK BRIIJIIUT CIEIYIOIIMM 00pa3oM:
UMs_TI0JIb30BaTeNss(@uMsl_JoMeHa. Takke Kpome rnepeaadu IpocToro TeKCTa, UMeeTcs
BO3MOYKHOCTb IepeiaBaTh (paiiibl.

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C BHGKTpOHHOﬁ IMOYTOM:

1.

Hano BbIOpaTh MpaBUIIbHBIN TOYTOBBIN cepBHC. B MHTEpHETE €CTh OrPOMHBIH
BbIOOp OECIIaTHBIX IOYTOBBIX CEPBUCOB, OJIHAKO JIYYIlIe JOBEPSATH TEM, KOI'O
3HACIIb U KTO IIEPBLIN B PEUTHHIE;

He yka3piBaii B 1MuHO#M TouTe THUHYI0 nHpopManuwo. Hanpumep, myuqrie
BbIOpaTh "My3bIKanbHbIN  (panat@" win "pok2013" Bmecto "Temal3";
Hcnonp3yit IBYX3TaIllHY0 aBTOPU3ALUIO. DTO KOrAa IOMUMO Napos HYKHO
BBOJIUTH KOJI, TPUCHIIAEMbIN 110 SMSS;

Bri6epu cioxxHbIi naposib. [ Kaska0ro mo4ToBOro sIruKa JOJKEH ObITh CBOM
HAJCKHBI, YCTOWYMBBIN K B3JIOMY IIapOJIb;

Ecnu ectb BO3MOKHOCTB HAaIIMCATh CAMOMY CBOM JINYHBII BOIIPOC, UCIIOJIB3YH 3Ty
BO3MOKHOCTB;



6.

Hcrnonb3yil HECKOIBKO IIOYTOBBIX AIKUKOB. [IepBbIN 11 4aCTHOM NEPEIIUCKHU C
azpecaTaMH, KOTOPBIM ThI IOBEPSEIIb. JTO IEKTPOHHBIN afpec HE HAZ0
UCIIOJIB30BaTh MPH PETUCTPAIK Ha PopyMax U callTax;

He oTkpsbiBail haiinbl v Apyrue BIOKEHHUs B MUCbMaXx, Jake €CIM OHM MPULUIN OT
TBOUX Jpy3eid. Jlydie yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (aiiisr;
ITocne okoH4YaHUs pabOTHI HA TIOYTOBOM CEPBHCE MEPE 3aKPhITHEM BKIAJKU C
caifTom He 3a0yap HaXaTh Ha "BeridTu".

KuGepOymiuHr nin BUPTyaabHOE U3/1€BATEIHCTBO

KubepOymmuHr - mpeciieoBaHue COOOIIEHUSIMH, COAECPKAIMMHU OCKOPOICHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COUAIBHOE OOHKOTHPOBAHUE C TIOMOIIIBIO
Pa3JINYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KHOEPOYILITUHTOM:

1.

N

o o

He Opocaiics B 60ii. JIydmmii crioco0: MOCOBETOBAThLCS KaK ce0sl BECTH H, €CIIH
HET TOro, K KOMY MO>XXKHO 00paTUThCS, TO BHaYalle YCIIOKOUTbCs. Eciau Th
HayYHEIIb 0TBEYAaTh OCKOPOJICHUSIMHU Ha OCKOPOJICHUS, TO TOJIBKO eIe OOoJIbIie
pa3oAOKEIIb KOHIIUKT;

VYupasisii cBoeil kubeppenyraiuei;

AHOHUMHOCTH B ceTH MHUMasl. CyIeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOUT 3a
AQHOHMMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii o0pa3 BUpTyalibHOM xu3HU. IHTEpHET hukcupyer
BCE TBOU JICHCTBUS U COXpaHSAET UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENbHO;
Cobmronaii CBOIO BUPTYalIbHYIO YECTh CMOJIONY;

Urnopupyit enuanunbiil Heratus. OTHOpPa30BbIE OCKOPOUTEIBHBIE COOOIIICHUS
Jdy4ie urHopupoBath. OOBIYHO arpeccust MpeKpalaeTcss Ha HaualbHOM cTaanuu;
ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMHU COOOIICHUSIMU, B
COLMAJIBHBIX CETAX €CTh BO3MOKHOCTh OJJIOKMPOBKH OTIIPABKU COOOIEHUI ¢
OTIpe/IeNIEHHBIX a/IPECOB;

Ecnu 11 cBuneTens kubepOysuHra. TBou neiicTBUSA: BBICTYIIUTh IPOTUB
Ipecie0BaTesl, I0Ka3aTh My, YTO €ro JIeWCTBUS OIICHUBAIOTCSI HETaTUBHO,
HOJ/IEP)KaTh JKEPTBY, KOTOPOH HY)KHA MICUXOJIOrHYecKasi IOMOIIlb, COOOLIUTh
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEJCHMS B CETH.

MoOumnbHbIH TenedhoH

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COJEPIKAT B ce0e BIOJIHE B3POCIBIi
(GyHKIIMOHAM, U TENepbh OHU MOTYT KOHKYPUPOBATh CO CTAIMOHAPHBIMUA KOMIIBIOTEPAMH.
OnmHako, CPeCTB 3aIUTHI TSI TTOJIOOHBIX YCTPOMCTB TIOKA OUYEHb Majlo. TecTupoBaHue U
MOMCK YSI3BUMOCTEM B HUX MPOUCXOJUT HE TaK UHTEHCUBHO, Kak ais [1K, To ke camoe
KacaeTcsi 1 MOOMJIbHBIX MPUIIOKEHUMN.

COBpCMeHHBIe MOOWIILHBIE 6pay3ep51 YKE MPAKTUYCCKH NOTHAJIW HACTOJIBHBIC aHAJIOI'u,
OIHAaKO paClIupCHUC (I)yHKLII/IOHaJ'Ia BJIEUET 3a COOOM 6OJ'IBH_Iy}() CJIO)KHOCTb U MCHBIITYIO
3alIUIICHHOCTD.



Jlanieko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKIE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUJIBLHOTO TeJ'Ie(i)OHaI

1.

How

o1

Online urpsi

Huuero He sBisieTcs mo-HacToseMy OecrulaTHbIM. by ocTopoXkeH, Bellb Korja
Tebe mpeaaraloT 0eCIuIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO
IUTATHBIE YCIIYTH;

Hymaii, mpexae ueM otnpaButh SMS, ¢oto unu Buaeo. Thl TOUHO 3HACHID, T/E
OHHU OyZyT B KOHEUHOM HTOre?

Heo6xoa1Mo 0OHOBIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Vcnonb3yit aHTUBUPYCHBIE ITPOrpaMMBbl JIIsI MOOUJIBHBIX T€NE(OHOB;

He 3arpy:xaii npui10keHHs OT HEU3BECTHOI'O UCTOYHMKA, BElb OHU MOTYT
coJiepKaTh BPEJOHOCHOE NPOrpaMMHOE 00ecIIeYeHue;

[Tocie Toro Kak ThI BBIMICIIB C CaiiTa, TJI€ BBOJMII JIMYHYIO HH(POPMAIUIO, 3aii11
B HAaCTpOWKHU Opay3epa u ynainu cookies;

[Tepuoanuecku nmpoBepsii, KAKUE IUIATHBIE YCIIYTU aKTUBUPOBAaHbI HA TBOEM
HOMEpE;

JaBaii cBoli HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JIFOISIM, KOTOPBIX ThI 3HACIID U
KOMY JIOBEpsICLIb;

Bluetooth gomken ObITH BBIKITIOUEH, KOT/Ia THl UM HE TONIb3yembes. He 3a0biBait
MHOTJa IPOBEPATH ITO.

CoBpeMeHHbIE OHJIAMH-UIPHI - TO KPACOYHBIE, 3aXBaTHIBAIOILNE PA3BIICUEHUS,
00BeAMHSIOIINE COTHU ThICAY YEJIOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHbIA UM
MUp, OOIIAOTCS IPYT C IPYTOM, BBIMOIHSAIOT 33JJaHUsl, CPAKAIOTCSI C MOHCTPAaMH U
MOJIYYalOT OMBIT. 3@ YOBOJILCTBUE OHU IUIATAT: MOKYIAOT JUCK, OIJIaUUBaOT
a0OHEMEHT MJIH MPHOOPETAIOT KaKUe-TO OIIUH.

Bce ot cpenctBa uyT Ha nojAepKaHUe U pa3BUTHE UTPHI, @ TAKXKE HA caMy
0€30MacCHOCTh: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPU3ALIUH, BHIITYCKAIOTCS] HOBBIE MMATYU
(un¢poBbIe 3aIUIATKU AJIS POTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO)I06HBIX HUrpax CTOUT OMnacaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXXn
TBOCTO MMapoJid, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3aAlIUN OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1.

Nooakow

Ecnu npyroit urpok BeneT cedst MI0Xo WK co3aeT Te0e HEMPHUITHOCTH,
3a0JIOKUPYH €T0 B CIIUCKE UTPOKOB;

[Toxanyiicss aMUHUACTPATOPaM UIPHI HA IJIOXO€ IMOBEIEHUE 3TOTO UTPOKA,
JKEJIaTeIbHO MPUIIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

He ykaspiBaiil muunyto nHpopMalinio B podaiine urpsi;

YBaxail Ipyrux y4acTHUKOB IO UTPE;

He ycranaBnuBail HeopumanbHble MTaTYu U MOBI;

Hcnonp3yil CII0KHBIE U pa3HbIe ApOJIH;

Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIKOYaTh aHTUBHpYC. [1oka ThI urpaenis, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.



OumuHT WIm KpaKa JIMYHBbIX JaHHbIX

OOBIYHOM KpaXkel ACHET U JOKYMEHTOB CETOAHS YK€ HUKOTO HE YIAUBHUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTHH 3JI0YMBIILIEHHUKU IEPEMECTHIIUCH B UHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TFIOOUMBIM" J1€TIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIIICHHHYECTBA WA (DUIIHHT, TJIaBHAS 1EJTb
KOTOPOT'O COCTOUT B NOTYYCHUH KOH(PHUICHIIUATBHBIX JaHHBIX ITOJIH30BATENICH - TIOTHHOB
u napodieii. Ha anrnuiickom si3bike phishing unraercs kak ¢pumuar (ot fishing - peioHas
JIOBIIsA, password - TapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl 0oJj03peBaeliib, 4TO TBOS aHKETA ObLia
B3JIOMaHa, TO HE0OXOAUMO 3a0JIOKHPOBATH €€ M COOOIUTH aIMIUHHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Hcnonp3yii 6e30nacHble Be0-CalThI, B TOM YHCIIE, HHTEPHET-Mara3nHoB U
HIOUCKOBBIX CHUCTEM;

3. MHcnonb3yit croxHbIE U pa3Hble apoiau. Takum o0pas3om, eciiu TeOs B3IOMAIOT,
TO 3JI0YMBIIIJICHHUKH MOIY4aT AOCTYH TOJIBKO K OJHOMY TBOEMY IIPOGUIIIO B
CETH, a HE KO BCEM;

4. Ecnu Te0s B310MaNId, TO HEOOXOUMO MPEAYNPENUTh BCEX CBOUX 3HAKOMBIX,

KOTOpBIE J00aBJIE€HbI y TEOSI B IPY3bsIX, O TOM, YTO T€OsI B3JIOMAJIH U, BO3MOKHO,

OT TBOET'O MMEHHU OYyZIeT pacchbuIaThCs ClIaM U CChUIKU Ha (DUILNHTOBBIE CANUTHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOmIbHEIH TenedoH;

OTxI1r0uM coXpaHeHue napoJs B Opaysepe;

7. He oTkpsiBaii (aiiiasl 1 qpyrue BIOKEHHS B MMChMAX, AKe €CITM OHU MPHIILUIA OT
TBOMX Jipy3el. JIyuiie yrouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailibl.

SRl

[Mudposast penyranus

[Mudposast penyranus - 3T0 HEraTUBHAs WJIM TO3UTUBHASI HH(OpMaIMs B ceTH o Tede.
Komnpomerupytomias uHpopmaius, pa3MelieHHasi B UHTEPHETE, MOKET CEPbE3HBIM
00pa3oM OTpa3uThecs Ha TBoeH peanbHOi xku3Hu. "Ludposas penyranus” - 310 TBOM
UMUK, KOTOPBIN (hopMupyeTcs u3 uHpOopMaluu o Tede B UHTEPHETE.

TBO€ MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapakTepa
U pacckasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJipoCTKU JETKOMBICTIEHHO OTHOCSITCS K MyOIUKAIINK TUYHON HHPOPMAITIH B
NuTtepHeTe, HE TOHMMAas BO3MOKHBIX MOCIEACTBHM. ThI 1a’ke HE CMOKEIllb 0TaaThCs O
TOM, 4TO (hoTOrpadus, pasmelieHHas 5 JeT Ha3a/l, cTajla MPUYMHON 0TKa3a MPUHATH TeOs
Ha paborTy.

KommeHnTapuu, pazmenienie TBoux Gororpaduit 1 qpyrue 1eicTBUS MOTYT He
HCYC3HYTH AaXKE IOCJIC TOTO, KaK Thl UX yAAJIUIIb. Tw1 HE 3HaCIb, KTO COXpaHUJI OTY
UH(OpMaLKIO, TONaJla JIK OHA B IOMCKOBBIE CUCTEMBI U COXpaHHUJIACh JIM OHA, a TJIaBHOE:
YTO MOJIyMAatoT 0 TeOe OKpYKaroIlKe JI0A1, KOTOpble HaUAYT U YBUIAT 3T0. Haiitu



UH(POPMALIHIO MHOTO JIET CITYCTsI CMOXKeET JII000H - Kak U3 100pbIX MOOYKACHUH, TaK U C
HaMepeHHEM MPUYUHHUTH Bpell. DTO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI permyTaruu:

1. Tlomymaii, mpexe 4eM 4To-TO MyOJHMKOBaTh U MIEpelaBaTh y ceOs B OJIOTe HIIH B
COIIMAILHOM CETH;

2. B mactpoiikax npoduisi ycTaHOBH OTpaHUYCHHUS Ha TPOCMOTP TBOETO MPOPHIIS U
€ro COJAEPKUMOr0, CAeNIail ero TOJIbKO "1uist Ipy3en'”;

3. He pa3smemniaii u He yka3biBail HH(pOpMAIUIO, KOTOPast MOKET KOT0-JIH00
OCKOPOJIATH WK OOMKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHBIE MKOJIBLHUKHU - AKTHBHBIC TIOJIE30BATENH TU(POBOTO MTPOCTPAHCTBA.
OpHako aneKko He BCe 3HAIOT, YTO M0JIb30BAHUE MHOTUMH BO3MOKHOCTSIMH LIU(POBOTO
Mupa TpeOyeT coOJI0IeHUS TPaB HAa MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuH "HHTEUIEKTYyalbHAsE COOCTBEHHOCTD'" OTHOCUTCS K Pa3JIMYHBbIM TBOPEHUSIM
4eJI0BEYECKOI0 yMa, HauMHasi C HOBBIX U300peTeHUH 1 3HAKOB, 0003HAYAIOLINX
COOCTBEHHOCTb Ha IPOAYKTHI U YCIIYTH, U 3aKaHYMBasi KHUTaMH, (poTorpadusimu,
KUHO(DUIBMAMU U MY3bIKaJIbHBIMU IPOU3BEICHHUSIMU.

ABTOpCKHE IIpaBa - 3TO [IpaBa Ha HHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JUTEPaTyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BRICTYIAOT B KAYECTBE FapaHTUU
TOTO, YTO WHTEIUIEKTYaJIbHBIA/TBOPUECKUNA TPy aBTOpA HE OyJeT HapacHBIM, JIaCT eMy
CIpaBeJIMBbIe BO3MOXKHOCTH 3apab0TaTh Ha pe3ysbTaTax CBOErO TPY/a, MOIyYUTh
M3BECTHOCTH U Npu3HaHue. Hukro 6e3 paspernieHns aBTopa He MOXKET BOCIIPOU3BOIUTh
€ro NMpou3BeIeHUE, PACIPOCTPAHATH, ITYOJIMYHO JEMOHCTPHPOBATh, IPO/1aBaTh,
MMIIOPTUPOBATH, YCKaTh B MPOKAT, yOJIMYHO UCIIOJIHATh, IOKA3bIBaTh/UCIIOIHSTh B
a¢upe unu pazmemiats B IHTepHere.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOI0O 00ecredeHusl MOXKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPHU JaHHBIX K TBOUM aKKayHTaM 10 OJIOKHPOBKU TBOETO YCTPONCTBA, I
yCTaHOBJIEHA HelerajibHas mporpamma. He ctout Taxke 3a0bIBaTh, 4YTO CYILIECTBYIOT
JerajabHble U OecIIaTHBIE POTrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



